Research Security Grants (RS) 2024-25

Research Security Grant Allocation for 2024-25

Project Title RS Investment Total Institutional Contribution, including In-
kind Contributions

Upgrading iolite software for Laser Ablation Inductively Coupled $13,902 $4,982

Plasma Mass Spectrometry (LA-ICP-MS) facility

Upgrading computers in the Hibernia Electron Beam Facility S41, 819 $3,769

Centre for Analytics, Informatics and Research (CAIR) Virtual $131,827 $35,737

Machine (VM) Cloud Infrastructure Update — Phase one

Enhancing research security and data access to Nuclear Magnetic $8,811 $3,769

Resonance (NMR) users with Mestrelab software: MestReNova
(Mnova) NMR academic license

Enhancing novel characterization by mass spectrometry using the $25,521 $3,769
National Institute of Standards and Technology (NIST) software
Total RS Award for 2024-25 $221,880 $52,026

The Research Security Grant Objectives, Indicators and Outcomes for 2024-25 are found in the table below.
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Project Title

Output (investment of
RS grant funds)

Performance Objective

Performance
Indicator

Target Outcome

Reported Outcome

Upgrading iolite software
for Laser Ablation
Inductively Coupled
Plasma Mass
Spectrometry (LA-ICP-
MS) facility

$13,902 to purchase
three copies of the
educational license of
iolite software (version
4).

To install updated iolite software on
computers that process data from the
LA-ICP-MS facility since current
version is no longer updated, leading
to security vulnerability.

Installation of
updated software
on computers.

To ensure software
supporting the LA-ICP-MS
facility is up to date to
decrease security threats.

Achieved: iolite v4 was successfully installed on all data processing
computers within the LA-ICP-MS facility. This upgrade addresses a critical
security vulnerability by ensuring the software is current and vendor-
supported, mitigating potential threats to research data and facility
operations.

Upgrade X-ray Diffraction
(XRD) computer and
replace Universal Power
Solutions batteries in the
Hibernia Electron Beam
Facility

$41,819 to upgrade
computer hardware and
software on the Rigaku
XRD machine and
replace batteries in the
UPS that service the
Hibernia facility.

To upgrade the computer/software
for Rigaku XRD to new PC with
Windows 11 and newest version of
the

software. To replace 64 batteries in
Gamatronic UPS that protects the
XRD, scanning electron microscope
(SEM) and electron probe
microanalyzer (EPMA. One year
service contract on UP)S.

On-site visit by a
Rigaku engineer to
install new
computer with
software upgrade
and to confirm
instrument
compatibility and
functioning.

On-site visit by
Universal Power
Solutions Inc. to
replace all 64
batteries in UPS,
dispose of
exhausted
batteries and
ensure optimum
UPS performance.

To upgrade computer to
more secure Win11l model
that allows for updates of
the computer and the
software. Ensuring the
computer is routinely
updated helps prevent user
data from potential data
security breaches.

To maintain the UPS in
functioning condition to
ensure the safety, integrity
and security of the entire
power solution system and
its associated analytical
research equipment (XRD,
SEM and EPMA).

Achieved: The XRD computer was successfully installed in December 2024,
enhancing data security and ensuring ongoing vendor support. The UPS
batteries were installed in September 2024 and old batteries removed from
site by engineer for disposal. This upgrade ensures reliable power protection
for the XRD, SEM, and EPMA, safeguarding critical research equipment and
data.
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Centre for Analytics,
Informatics and Research
(CAIR) Virtual Machine
(VM) Cloud Infrastructure
Update — Phase one

$131,827 to replace five
of 14 servers in the
virtual machine cloud
infrastructure at CAIR.

To install new servers to replace old
servers no longer supported by the
vendor, to increase security
protection of research data.

Installation of the
new hardware into
the existing racks,
power up the
machines and
complete
configuration. The
last step will be to
migrate virtual
machines from old
hardware to the
new
infrastructure.

Improve the overall
stability and security of the
cloud infrastructure.

Achieved: Successfully installed new servers to replace old servers no longer
supported by the vendor and successfully replaced five outdated,
unsupported servers with new, vendor-supported infrastructure within the
CAIR data centre. This upgrade enhances the security and stability of the
virtual machine cloud environment. GPU (Nvidia A30) hardware was installed
in a server, increasing the cloud’s analytical capabilities. The new hardware
was fully installed, configured and integrated with OpenShift, a container
orchestration platform, and all hypervisor services passed inspection
following comprehensive testing and updates.

Enhancing research
security and data access
to Nuclear Magnetic
Resonance (NMR) users
with Mestrelab software:
Mnova NMR academic
license

$8,811 to install
updated, licensed
software at the Nuclear
Magnetic Resonance
(NMR) facility.

To install a new license of MNova
software in the NMR facility, which is
required to work on the most current
operating systems.

Software installed
and working to
manufacturers
specifications.

Ensure that researchers
and students have access to
research software via
Memorial-managed devices
only.

Researchers and students
utilizing software in an
environment safe from
data breaches.

Achieved: The updated Mnova NMR software has been successfully installed
and is now in use by researchers and students at the NMR facility. This
upgrade ensures continued access to essential research tools on Memorial-
managed devices, enhancing data security and mitigating the risk of data
breaches for all users.

Enhancing novel
characterization by mass
spectrometry using the
National Institute of
Standards and
Technology (NIST)
software

$25,521 to purchase
NIST software to install
on mass spectrometry
equipment.

To install new software on mass
spectrometers, providing enhanced
analysis and molecular identification
capabilities while reducing the risk of
data breaches.

Installation of
updated software
on computers.

Researchers and students
utilizing software in an
environment safe from
data breaches.

Achieved: The NIST software was successfully purchased and installed on the
data processing PC for the mass spectrometry equipment. This upgrade
enhances analytical capabilities and molecular identification, while also
contributing to a secure data environment for researchers and students.




